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Introduction   
The Financial Transaction Reporting Guidelines are issued by the Cook Islands 
Financial Intelligence Unit as required under the Financial Transactions 
Reporting Act 2004 (FTRA). The purpose of the guidelines is to assist reporting 
institutions in addressing their obligations under the FTRA in relation to the 
following matters: 

• customer due diligence,  
• record keeping,  
• the reporting of cash and electronic funds  transactions over the threshold 

amount of ten thousand dollars,  
• the reporting of suspicious transactions to the FIU, and 
• implementation of a compliance regime. 

 
Those institutions that are required to comply with the FTRA include Banks and 
Trustee Companies and designated non-financial and business professions 
including Lawyers, Accountants, Real Estates, Money Remittance Business, 
Investment Advisors, Insurance Business, Motor Vehicle Dealers, Pearl Dealers, 
Lottery Agents, Non Profit Organizations and other business that may be 
prescribed from time to time by the Attorney General of the Cook Islands. 

Systems, policies and procedures to prevent and detect the laundering of illicit 
funds are also required. These systems are for the purpose of preventing the 
legitimizing of criminal funds for further use by the launderers themselves. The 
systems should also be designed to prevent criminals from financing other 
criminal activities or terrorism related activities. This is also a requirement as 
provided under the FTRA. 

These guidelines are neither a legal advice nor a legal document and it is not 
intended to replace the FTRA. It is provided as general information only and 
institutions captured under the FTRA should seek their own independent legal 
advice on the interpretation and requirements of the FTRA.  

The guidelines will be updated and where necessary, new guidelines will be 
issued by the FIU when and if required by any changes in the FTRA or other 
related legislations. 

  

Bob Williams 
Head 
Financial Intelligence Unit  
Cook Islands
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Background 

1. Introduction: 

This guideline has been prepared by the FIU under section 27(k) of the FTRA to provide 
background information about who is required to comply with these reporting and due 
diligence requirements, money laundering and terrorist financing, including their 
international nature.  

It also provides an outline of the Cook Islands legislative requirements for a compliance 
regime, record keeping, client identification and sending reports to FIU. In addition, it 
offers an overview of the FIU’s mandate and responsibilities. 

This guideline is provided as general information only. It is not legal advice and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent 
legal advice on the interpretation and requirements of the FTRA. 

The purpose of the Cook Islands Financial Transactions Reporting Act 2004 (the FTRA) 
is to provide for the prevention, detection, investigation and prosecution of money 
laundering, financing of terrorism and other serious offences and the enforcement of the 
Proceeds of Crimes Act 2003.  

This includes implementation of reporting of suspicious transactions and requirements 
for “reporting institutions” to undertake customer due diligence measures and other 
measures to combat money laundering or terrorist financing.  

The FTRA  establishes the Financial Intelligence Unit (FIU) of the Cook Islands as the 
agency responsible for the collection, analysis and dissemination of suspicious 
transaction reports to assist in the detection, prevention and deterrence of money 
laundering and terrorist financing in the Cook Islands. 

For more information about money laundering, terrorist financing, or other reporting 
requirements under the FTRA, see the other guidelines issued from time to time by the 
FIU or contact us on the details provided at the end of this guideline.  

2. Reporting Institutions 

2.1 Who are reporting institutions? 

A reporting institution is defined under section 2 of the FTRA and is any person or entity, 
who conducts as a business one or more of the following activities for or on behalf of a 
customer: 

(a) accepting deposits and other repayable funds from the public or banking 
business as defined in the Banking Act 2003; 

(b) lending, including consumer credit, mortgage credit, factoring (with or without 
recourse), and financing of commercial transactions; 
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(c) financial leasing; 
(d) providing transfer of money or value, including: 

(i) collecting, holding, exchanging or remitting funds or the value of 
money, or otherwise negotiating transfers of funds or the value of 
money, on behalf of other persons; 

(ii) delivering funds; or 
(iii) issuing, selling or redeeming travellers’ cheques, money orders or 

similar instruments; 
(e) issuing and administering means of payment (for example, credit cards, travellers 

cheques and bankers’ drafts); 
(f) entering into or issuing guarantees and commitments; 
(g) trading in money market instruments (for example cheques, bills, certificates of 

deposit), foreign exchange, financial and commodity futures and options, 
exchange and interest rate instruments, and transferable securities; 

(h)  participation in securities issues and the provision of financial services related to 
those issues; 

(i) money-broking; 
(j) providing portfolio management and advice; 
(k) safekeeping and administration of cash, liquid investment and securities; 
(l) providing safe custody services; 
(m) underwriting or placement of life insurance and other investment related 

insurance, including insurance intermediation; 
(n) trustee administrator or investment manager of a superannuation scheme but 

excluding closed-ended schemes; 
(o) dealing in bullion; 
(p) operating a gambling house, casino or lottery, including an operator who carries 

on operations through the internet; 
(q) acting as a trust or company service provider, including acting as a trustee 

company as defined in the Trustee Companies Act 1981, in relations to- 
(i) the formation or management of legal persons ; 
(ii) acting as (or arranging for another person to act as) a director or 

secretary of a company, a partner in a partnership or a similar position 
in relation to some other legal persons or arrangements; 

(iii) providing a registered office, business address or accommodation, 
correspondence or administrative address for a company, a 
partnership or some other legal persons or arrangements; 

(iv) acting as (or arranging for another person to act as) a trustee of an 
express trust; 

(v) acting as (or arranging for another person to act as) a nominee 
shareholder for another person; 

(r) acting as a lawyer, a notary or some other independent legal profession, or an 
accountant, when they prepare or carry out transactions for their clients in 
relation to- 

(i) buying and selling of real estate; 
(ii) management of client money, securities or other assets; 
(iii) management of bank, savings or securities accounts; 
(iv) organisation of contributions for the creation, operation or 

management of companies; or, 
(v) creation, operation of management of legal persons or arrangements, 

and buying and selling of business entities; 
(s) dealing in real estate; 
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(t) dealing in motor vehicles or high-value items above a prescribed threshold, 
including antiques, pearls, precious stones and precious metals; 

(u) acting as a friendly society; 
(v) otherwise investing, administrating or managing funds or money on behalf of 

another person; 
(w) money and currency changing; 
(x) acting as investment advisers; 
(y) any other legal entity that is registered or incorporated in the Cook Islands 

pursuant to the International Companies Act 1981-82 and carrying on any type of 
business referred to in this subsection; 

(z) any other business that may be prescribed by the Minister.  

 
3.  Money Laundering  
 
3.1 What is Money Laundering?  

Money Laundering is any act or attempted act to disguise the source of money or assets 
derived from criminal activity, which are generally known as the proceeds of crime. 
Essentially, money laundering is the process whereby dirty money – proceeds of crime 
is transformed into clean money, the criminal origin of which is difficult to trace.  

There are three recognized stages in the money laundering process: 

Placement involves placing the proceeds of crime in the financial system. For example 
paying the cash generated from drug trafficking into a bank account. 

Layering involves converting the proceeds of crime into another form and creating 
complex layers of financial transactions to disguise the audit trail and the source and 
ownership of funds. This stage may involve transactions such as the buying and selling 
of stocks, commodities or property and can involve transferring the proceeds through 
other jurisdictions. 

Integration involves returning the laundered proceeds (“clean money”) back in the 
economy to create the perception of legitimacy. For example a criminal may buy a high-
value item such as a boat with the proceeds from criminal activity and then sell the boat 
shortly thereafter depositing the cheque received into a bank account which appears to 
be legitimate proceeds from the sale of a boat and not criminal activity. 

The money laundering process is continuous, with dirty money constantly being placed 
into the financial system. 

3.2 Methods of Money Laundering  

The only limit to the methods to launder money is the imagination and the schemes 
being used are becoming increasingly sophisticated and complicated as technology 
advances and regulation of reporting institutions increases. The following are some 
examples of common money laundering methods. 
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 Nominees 
 
This is one of the most common methods of laundering and hiding assets. A 
money launderer uses family members, friends or associates who are trusted by 
them, and who will not attract attention, to conduct transactions on their behalf. 
The use of nominees facilitates the concealment of the source and ownership of 
the funds involved.  

 Structuring or smurfing 

Many individuals deposit cash or buy bank drafts at various institutions, or one 
individual carries out transactions for amounts less than the amount that must be 
reported to the authorities (usually the FIU), and the cash is subsequently 
transferred to a central account. These individuals, commonly referred to as 
smurfs, normally do not attract attention as they deal in funds that are below 
reporting thresholds and they appear to be conducting ordinary transactions.  

 Asset purchases with bulk cash 

Individuals purchase high-value items such as cars, boats and real estate. In 
many cases, launderers use the assets but distance themselves from them by 
having them registered in a friend’s or relative’s name. The assets may also be 
resold to further launder the proceeds.  

 Exchange transactions 

Individuals often use proceeds of crime to buy foreign currency that can then be 
transferred to offshore bank accounts anywhere in the world.  

 Currency smuggling 

Funds are moved across borders to disguise their source and ownership, and to 
avoid being exposed to the law enforcement and reporting systems that record 
money entering into the financial system. Funds are smuggled in various ways 
(such as by mail, courier and body-packing) often to countries with strict bank 
secrecy laws.  

3.3 Importance of Combating Money Laundering 

The vast majority of criminals would not be in the business of crime if it were not for the 
tremendous profits to be made. There is a direct relationship between the profitability of 
most types of crime and their prevalence. A major objective of the battle against crime in 
the Cook Islands and elsewhere is, therefore, to deprive criminals of the profits from their 
criminal activities. Only by effectively laundering illegal assets can criminals use them 
and thereby benefit from their crimes. 

It is an important element of organized criminal activity, and is the proven method by 
which organized crime groups seek to transform the proceeds of drug trafficking, people 
smuggling, extortion, fraud and other serious criminal activities into apparently 
legitimately earned funds. 
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Laundered proceeds of crime provide seemingly legitimate financial support to drug 
dealers, terrorist organizations, arms dealers and other criminals to amass wealth and 
operate and expand their criminal empires. Investigations have revealed that those 
involved in money laundering attempt to manipulate financial systems, which could also 
include the Cook Islands, to foster a wide range of illicit activities. The economic and 
political influence of criminal organizations can potentially weaken the social fabric, 
collective ethical standards and, ultimately, the democratic institutions of society. 

Money laundering activities have the potential to distort economic data and to cause 
economic growth to suffer. The International Monetary Fund (IMF) studies on the 
relationship between gross domestic product growth and money laundering in industrial 
countries have found evidence that significant reductions in annual gross domestic 
product growth rates were associated with increases in money laundering activities. 

These are some of the reasons why the Cook Islands is serious in its commitment to 
combating money laundering. The increasingly international character of business and 
the often transnational nature of money laundering activities have resulted in stepped up 
international efforts and co-operation in the fight against money laundering. 

3.4 International Efforts to Combat Money Laundering  

Money laundering activities often involve the removal of the proceeds of crime from the 
jurisdiction in which they were obtained to help disguise their origins. This frequently 
involves the international movement of those proceeds, which is facilitated by the 
increasingly international character of business, financial and criminal activities. 
Although money laundering has become a large global phenomenon that affects all 
countries in varying ways and degrees, jurisdictional boundaries have made international 
law enforcement difficult. International co-operation and co-ordination have become 
essential to the deterrence, detection and prosecution of money laundering, leading to 
the development of many international initiatives over the past decade to address this 
issue.  

Perhaps the most well known of these initiatives is the Financial Action Task Force on 
Money Laundering (FATF), established by the G-7 countries in 1989. FATF is an 
intergovernmental body, comprising 29 countries and two international organizations, 
whose purpose is to develop and promote policies to combat money laundering.  

The FATF has set out 40 recommendations that outline the basic framework for anti-
money-laundering efforts and are now generally recognised as the global standards. 
These recommendations define international standards covering the criminal justice 
system and law enforcement, the financial system and its regulation, and 
international co-operation. More information about the FATF and its 40 
recommendations can be found at http://www1.o ecd.org/fatf/index.htm. 

Other international anti-money laundering initiatives include the following: 

• Egmont Group of Financial Intelligence Units - www.egmontgroup.org 
• European Convention on Laundering, Search, Seizure and Confiscation of the 

Proceeds from Crime. 
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• Asia Pacific Group on Money Laundering (APG) _ www.apgml.org 
• Caribbean Financial Action Task Force on Money Laundering (CFATF)  
• United Nations Single Convention on Narcotic Drugs - www.unodc.org 
• United Nations Convention on Psychotropic Substances  
• United Nations Convention Against Illicit Traffic in Narcotic Drugs and 

Psychotropic Substances  
• United Nations Convention Against Transnational Organized Crime  

For more information about CFATF and APG, refer to http://www.cfatf.org/eng/ and 
http://www.apgml.org/ . For more information on United Nations Conventions refer to 
http://www.incb.org/e/conv/menu.htm.  

For more information on money laundering, you can also refer to the following Web 
sites: 

 United States Financial Crimes Enforcement Network  
(http://www.fincen.gov/);  

 United Nations Office of Drug Control and Crime Prevention 
(http://www.odccp.org/money_laundering.html);  

 Australian Transaction Reports and Analysis Centre 
(http://www.austrac.gov.au/);  

 International Money Laundering Information Network (http://www.imolin.org/);  
 Moneylaundering.com  

(http://moneylaundering.com/).  

 

4. Terrorist Financing  

4.1 What is Terrorist Financing?  

Terrorist financing involves the collecting and providing of funds for terrorist activity. 
Terrorist activity has as its main objective intimidation of a population or compelling a 
government to do something or not do something. This is done by intentionally killing, 
seriously harming or endangering a person, causing substantial property damage likely 
to seriously harm people or by seriously interfering with or disrupting essential services, 
facilities or systems. 

Terrorist activity is undertaken for political, religious or ideological purposes. This does 
not mean that an expression of political, religious or ideological beliefs alone is a terrorist 
activity, unless it is part of a larger conduct that meets the definition explained above. 

Terrorists need financial support to carry out terrorist activities and achieve their goals. 
In this respect, there is little difference between terrorists and other criminals in their use 
of the financial system. A successful terrorist group, much like a criminal organization, is 
one that is able to build and maintain an effective financial infrastructure. For this, it must 
develop sources of funding and means of obscuring the links between those sources 
and the activities the funds support. It needs to find a way to make sure that the funds 
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are available and can be used to get whatever goods or services are needed to commit 
terrorist acts. 

The fundamental aim of terrorist financing is to obtain resources to support terrorist 
activities. The sums needed to mount terrorist attacks are not always large and the 
associated transactions are not necessarily complex. 

4.2 Methods of Terrorist Financing  

There are two primary sources of financing for terrorist activities. The first involves 
getting financial support from countries, organizations or individuals. The other involves 
revenue-generating activities. These are explained in further detail below. 

Financial Support 

Terrorism could be sponsored by a country or government, although this is believed to 
have declined in recent years. State support may be replaced by support from other 
sources, such as individuals with sufficient financial means. 

Revenue-Generating Activities 

The revenue-generating activities of terrorist groups may include criminal acts, and 
therefore may appear similar to other criminal organizations. Kidnapping and extortion 
can serve a dual purpose of providing needed financial resources while furthering the 
main terrorist objective of intimidating the target population. In addition, terrorist groups 
may use smuggling, fraud, theft, robbery, and narcotics trafficking to generate funds. 

Financing for terrorist groups may also include legitimately earned income, which might 
include collection of membership dues and subscriptions, sale of publications, speaking 
tours, cultural and social events, as well as solicitation and appeals within the 
community. This fundraising might be in the name of organizations with charitable or 
relief status, so that donors are led to believe they are giving to a legitimate cause. 

Only a few non-profit organizations or supposedly charitable organizations have been 
implicated in terrorist financing networks in the past, worldwide. In these cases, the 
organizations may in fact have carried out some of the charitable or relief work. 
Members or donors may have had no idea that a portion of funds raised by the charity 
was being diverted to terrorist activities. 

This type of legitimately earned financing might also include donations by terrorist group 
members of a portion of their personal earnings. 

4.3 Laundering of Terrorist-Related Funds  

As explained above, the methods used by terrorist groups to generate funds from illegal 
sources may be similar to those used by traditional criminal organizations. Like criminal 
organizations, they have to find ways to launder these illicit funds to be able to use them 
without drawing the attention of the authorities. 
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For this reason, transactions related to terrorist financing may look a lot like those 
related to money laundering. Therefore, strong, comprehensive anti-money laundering 
regimes are essential to tracking terrorist financial activities. 

4.4 Importance of Combating Terrorist Financing  

Acts of terrorism pose a significant threat to the safety and security of people all around 
the world. The Cook Islands continues to work with other nations to confront terrorism 
and bring those who support, plan and carry out acts of terrorism to justice. 

Business relationships with terrorist groups could expose financial institutions or financial 
intermediaries to significant reputational and operational risk, as well as legal 
repercussions. The risk is even more serious if the terrorist group is subsequently shown 
to have benefited from the lack of effective monitoring or willful blindness of a particular 
institution or intermediary that enabled them to carry out the terrorist activities. 

4.5 International Efforts to Combat Terrorist Financing  

After September 11, 2001, the United Nations called on member states to freeze the 
assets of all groups or individuals involved in terrorist activities and to prohibit the 
provision and collection of funds for terrorist activities. The G-7 Finance Ministers and 
Central Bank Governors met on October 6, 2001, and released an action plan to combat 
the financing of terrorism. Shortly after, the FATF issued Special Recommendations on 
Terrorist Financing that should be applied to combat terrorist financing. 

To be successful, the fight against terrorism has to be conducted on many fronts. The 
Cook Islands is committed to working with its international partners in confronting and 
stamping out terrorism around the world. 

For more information about international efforts to combat terrorism and terrorist 
activities, refer to the following Web sites: 

 http://www.fin.gc.ca/activty/g7/g7102001e.html  
 http://www1.oecd.org/fatf/TerFinance_en.htm  
 http://www.cfatf.org/eng/  
 http://www.un.org/terrorism/  

 

5.  Cook Islands Legislation to Combat Money Laundering and Terrorism 
Financing 

5.1 Anti-Money Laundering  

Money laundering became an offence in the Cook Islands in 2003 under the Crimes 
Amendment Act 2003. The Proceeds of Crimes Act 2003 gave law enforcement the 
ability to search, seize and restrain property believed to be the proceeds of crime. 
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The criminalization of the laundering of proceeds of crime (money laundering) led to the 
introduction of new legislation, such as the Financial Transactions Reporting Act 2003 
which is currently replaced by the 2004 Act, the Banking Act 2003, Extradition Act 2003, 
Mutual Assistance in Criminal Matters 2003, Terrorism Suppression Act 2004, Narcotics 
and Misuse of Drugs 2004, as part of these measures to create an anti-money 
laundering regime. 

To assist in the detection and deterrence of money laundering, the components of the 
Cook Islands anti-money laundering regime consisted of certain record keeping and 
client identification requirements, reporting of any suspicious transaction, cash and 
electronic funds transfer exceeding the threshold of $10,000, which became effective as 
of 1 June 2003 and was enhanced as of 1 June 2004 by the FTRA Act 2004. These 
requirements apply to all reporting institutions provided in section 2 of the FTRA (see 
below). 

5.2. Terrorism Financing 

Terrorism financing became an offence in the Cook Islands in 2004 under the Terrorism 
Suppression Act 2004, which prohibits any person from providing or collecting by any 
means, directly or indirectly, any property, intending, knowing or having reasonable 
grounds to believe that the property will be used in full or in part to carry out a terrorist 
act.   

6.Financial Intelligence Unit  
 

The Cook Islands FIU is established under section 20 of the FTRA to facilitate the 
prevention, detection, investigation and prosecution of money laundering, financing of 
terrorism and other serious offences. 
 
The FIU is headed by a person appointed by the Attorney General in consultation with 
Cabinet and cannot be: 

(a) a member of Parliament; or 
(b) a member of a local authority; or 
(c) a director, officer or employee of, or hold any shares in any reporting institution 

(or be the spouse or immediate family of any such person) , 
 
In addition the Head of the FIU must not, without the approval of the Attorney General, 
hold any other office or take on any other occupation. 
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6.1 FIU Structure 

Head of FIU 

Intelligence Section Compliance Section 
Intelligence Officer (x1) 

Data Entry & Admin Officer (x1) 
Compliance Officers (x2) 

 
The Head of the FIU reports to the Solicitor General who advises the Minister on any 
matter relating to money laundering and financing of terrorism. 
 
6.2 Functions of FIU  
 
The FIU has the following functions and powers provided under section 27 of the FTRA, 
which includes: 
 

(a) it must receive reports made under sections 5,8,10,11 and 12 and information 
provided to the FIU by any agency of another country, information provided to 
FIU by a law enforcement agency or a Government institution or agency, and 
any other information voluntarily  provided to the FIU about suspicions of a 
serious offence, a money laundering offence or a financing of terrorism offence; 

(b) it may collect information that the FIU considers relevant to serious offences, 
money laundering or terrorist financing activities and that is publicly available, 
including commercially available databases, or information that is collected or 
maintained, including information that is stored in databases maintained by the 
Government; 

(c) if the FIU has reasonable grounds to believe a serious offence, a money 
laundering offence or a financing of terrorism offence has been, is being, or may 
be committed, the FIU must refer the matter to the Police for investigation; 

(d) it may request information from any law enforcement agency and supervisory 
authority for the purposes of the FTRA; 

(e) it may analyse and assess all reports and information; 
(f) it may send any report, any information derived from that report or any other 

information it receives to the appropriate law enforcement authorities if, having 
considered the report or information, the FIU also has reasonable grounds to 
suspect that the transaction is suspicious; 

(g) it must destroy a suspicious transaction report received on the expiry of 6 years 
after the date of receipt of the report if there has been no further activity or 
information relating to the report or the person named in the report or 6 years 
from the date of the last activity relating to the person or to the report: 

(h) it may ask for further information relating to any suspicious transaction report 
received by it from a reporting institution; 
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(i) it may instruct any reporting institution to take any steps that may be appropriate 
in relation to any information or report received by the FIU to enforce compliance 
with the FTRA; 

(j) it may compile statistics and records, disseminate financial information and 
intelligence to domestic authorities within the Cook Islands or elsewhere for 
investigation or action if there are grounds to suspect money laundering or 
terrorist financing; 

(k) it must issue guidelines to reporting institutions; 
(l) it may provide training programmes for reporting institutions in relation to 

customer identification, record keeping and reporting obligations and the 
identification of suspicious transactions; 

(m) it may provide feedback to reporting institutions and other relevant agencies 
regarding outcomes relating to the reports or information given under the FTRA; 

(n) it may conduct research into trends and developments in the area of money 
laundering and terrorist financing and improved ways of detecting, preventing 
and deterring money laundering and terrorist financing; 

(o) it may educate the public and create awareness of matters relating to money 
laundering and terrorist financing; 

(p) it must undertake compliance audits for entities not regulated by a supervisory 
authority; and 

(q) it may transmit any information from, or derived from, a compliance audit or 
supervisory review or suspicious transaction report to the appropriate  domestic 
or foreign law enforcement authority, if the FIU has reasonable grounds to 
believe that the information is suspicious or is relevant to an investigation for 
non-compliance with the FTRA, a serious offence or a money laundering 
offence. 

 
     

6.3 Powers of FIU 
 
The FIU or any person authorised by the FIU may examine the records and inquire into 
the business and affairs of any reporting institution as required under section 30 of the 
FTRA for the purpose of ensuring compliance with the FTRA, and may: 
 

(a) at any reasonable time without warrant, enter any premises in which the FIU or 
the authorised person believes, on reasonable grounds, that there are records 
relevant to ensuring compliance with the FTRA; 

(b) use or cause to be used any computer system or data processing system in the 
premises to examine any data contained in or available to the system; 

(c) reproduce any record, or cause it to be reproduced from the data, in the form of a 
printout or other output for examination or copying; 

(d) use or cause to be used any copying equipment in the premises to make copies 
of any record. 

 
Section 31 of the FTRA provides compliance enforcement powers to FIU to ensure that 
every officer and employee of a reporting institution take all reasonable steps to ensure 
compliance with the obligations required under the FTRA and in the course of its duties 
the FIU may: 
 

(a) direct or enter into an agreement with any reporting institution that has, without 
reasonable excuse, failed to comply in whole or in part with any of the customer 
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identification, record keeping and reporting obligations to implement an action 
plan to ensure compliance with its obligations; 

(b) apply to the Court if a reporting institution fails to comply with a directive or fails 
to implement an action plan and after satisfying the Court that a reporting 
institution has failed without reasonable course to comply in whole or in part with 
any of the obligations mentioned above, obtain an injunction against all or any of 
the officers or employees of that reporting institution on the terms that the Court 
considers necessary to enforce compliance with those obligations. 

 
6.4 Penalty 
 
If a reporting institution, after being issued with an injunction under section 31 of the Act, 
fails, without reasonable excuse, to comply with all or any of the provisions of that 
injunction, the Court may order that reporting institution, any officer or employee to pay a 
financial penalty in the sum of $20,000 or any other penalty that Court may determine. 
 
 
6.5 Overriding of secrecy 
 
A reporting institution must comply with the requirements of the FTRA despite any 
obligation as to secrecy or other restriction on the disclosure of information imposed by 
any written law or otherwise. 
 
 
7.  FIU Contact 

For further information on the FIU and its activities, or about your obligations under the 
FTRA, contact the FIU Office on telephone number (682) 29182, or fax: (682) 29183 or 
email: head@cifiu.gov.ck. or the FIU Website – www.cifiu.gov.ck. 
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FTRA Guideline No.2. 
 

Suspicious Transaction Reporting 
 

1. Introduction 

This guideline has been prepared by the FIU under section 27(k) of the FTRA to assist 
reporting institutions meet their obligations to report suspicious transactions to the FIU 
under section 11 of the FTRA. 

The Financial Transaction Reporting Act 2004 (the FTRA) requires reporting institutions, 
as defined under section 2 of the FTRA, to report suspicious transactions to the FIU as 
soon as practicable but in any event no later than 2 working days after forming the 
suspicion about the transaction or attempted transaction. 

This guideline contains indicators of suspicious transactions that might be useful in 
helping reporting institutions assess whether a transaction is suspicious and should be 
reported. It is not intended as a substitute for your own assessment, based on your 
knowledge and experience as well as the specific circumstances of the financial 
transaction.  

This guideline is provided as general information only. It is not a legal advice and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent 
legal advice on the interpretation and requirements of the FTRA. 

For more information about suspicious transaction reporting, contact the FIU at the 
details given at the end of this guideline. 

2. Suspicious Transaction Reporting 

2.1 Who Must Report Suspicious Transactions? 

If you are a reporting institution as defined in section 2 of the FTRA you must report 
suspicious transactions to the FIU within the required time limit.  There are criminal 
sanctions for failing to comply without reasonable excuse. 

2.2 What are Suspicious Transactions? 

A suspicious transaction is one for which there are reasonable grounds to suspect that 
the transaction, or attempted transaction, is relevant to an investigation or prosecution 
for a serious offence, a money laundering offence or a financing of terrorism offence, or 
is related to the commission of any of these offences.  In addition a transaction or 
attempted transaction is deemed suspicious if it may be of assistance in the enforcement 
of the Proceeds of Crime Act 2003. 
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What is reasonable in terms of the requirement “reasonable grounds to suspect” is 
determined by what is reasonable in your circumstances, including normal business 
practices and systems within your institution.  

While the FTRA does not specifically require you to implement or use an automated 
system for detecting suspicious transactions, you may decide that such a system would 
be beneficial to your business.  

For more information about money laundering offence and terrorist financing offences, 
please refer to the FTRA Guideline No.1. 

2.3 How to make a Suspicious Transaction Report 

Once you have reasonable grounds to suspect that a transaction or attempted 
transaction is suspicious (i.e. as per 2.2. above) a suspicious transaction report must be 
completed and sent to the FIU in the form prescribed by regulation 5 of the Financial 
Transactions Reporting (Forms) Regulations 2004 (and attached to this guideline). The 
report must contain a statement of the grounds of suspicion and be signed or otherwise 
authenticated by the institution. 

Please refer Appendix 1.  

Making a suspicious transaction report to the FIU does not prevent you from reporting 
suspicions of money laundering or terrorist financing directly to law enforcement. CIFIU 
encourages you to maintain established relationships with law enforcement.  

2.4 When to make a Suspicious Transaction Report 
 
A suspicious transaction report must be made to the FIU as soon as practicable but in 
any event no later than 2 working days after forming the suspicion. 
 
If the urgency of the situation requires, a report may be made orally to the FIU but the 
institution must in addition send the completed prescribed form within 3 working days. 
 
Note the date that the suspicion is formed is not necessarily the date that the transaction 
occurs. For example, a transaction on a particular customer’s account may occur on day 
1 and a further transaction on day 7. The further transaction may give the institution 
reasonable grounds to suspect that the transaction on day 1 was suspicious and would 
need to be reported as soon as practicable but in any event within 2 working days of day 
7. 
 
2.5 Transactions Related to Terrorist Property 
 
If you know, rather than suspect, that a transaction is related to property owned or 
controlled by or on behalf of a terrorist or a terrorist group, you should not complete the 
transaction as required under Section 13 of the Terrorism Suppression Act.  
 
This could occur, for example, if your concern about the transaction is because you 
know that the property in question is owned or controlled by or on behalf of a listed 
person or listed entity (that is, someone is believed to be involved in terrorist activity). 
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For more information about listed persons or entities, freezing of property, and the 
associated reporting requirement to FIU, contact the FIU Office.  

You should still complete and submit a suspicious transaction report to the FIU 
within the prescribed time limits. 

2.6 Disclosure of suspicious transactions 

A reporting institution including its officers, employees or agents must not disclose to any 
person (including the customer who is suspected of making or receiving the suspicious 
transaction) that a suspicion has been formed or that the matter has been reported to 
the FIU except in circumstances permitted by the FTRA (see section 14 of the FTRA).  

Any disclosure (tipping off) contravenes subsection (1) of section 14 of the FTRA, the 
person commits an offence punishable by, and in the case of an individual, to a fine up 
to $20,000 or a term of imprisonment of up to 2 years; or both, and in the case of a body 
corporate, a fine of up to $100,000.  

If a person contravenes subsection (1) with intent to prejudice an investigation of a 
serious offence, a money laundering offence or a financing of terrorism offence, or for 
the purpose of obtaining directly or indirectly an advantage or a pecuniary gain for 
himself or herself or for any other person, the person commits an offence punishable by; 
in the case of an individual, to a fine of up to $50,000 or a term of imprisonment of up to 
5 years, and in the case of a body corporate, to fine of up to $150,000. 

2.7 Closing Accounts 

There is no requirement under the FTRA and Terrorism Suppression Act at present to 
close a client’s account when you have reported or are preparing to report a suspicious 
transaction. This is entirely up to you and your business practices.  

3. Identifying suspicious transactions 

3.1 How to Identify a Suspicious Transaction 

Transactions may give rise to reasonable grounds to suspect that they are related to 
money laundering, terrorist financing or serious offences regardless of the sum of money 
involved. It is important to note that there is no monetary threshold for making a report 
on a suspicious transaction.  

A suspicious transaction may involve several factors that may on their own seem 
insignificant, but together may give reasonable grounds for suspicion. 
 
The context in which the transaction occurs is a significant factor in giving rise to 
suspicion. This will vary from business to business and from one client to another. As a 
reporting institution, or an officer or employee of a reporting institution, you should 
evaluate transactions in terms of what seems appropriate and is within normal practices 
in your particular line of business, and based on your knowledge of your client. The fact 
that transactions do not appear to be in keeping with normal industry practices may be a 
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relevant factor for determining whether there are reasonable grounds to suspect that the 
transactions are related to money laundering, terrorist financing or serious offences.  

An assessment of suspicion should be based on a reasonable evaluation of relevant 
factors, including the knowledge of the customers business, financial history, 
background behaviour and location. Remember that behaviour is suspicious, not 
people. Also, it could be the consideration of many factors not just one factor that will 
lead you to a conclusion that there are reasonable grounds to suspect the transaction. 
All circumstances surrounding a transaction should be reviewed.  

As the reporting person or entity with whom the transaction occurs, you have to assess 
whether there are reasonable grounds to suspect that a transaction is related to a 
money laundering offence or a terrorist financing offence or a serious offence. The 
following information concerning indicators is provided to guide you with this but should 
not be considered definitive as methods used by criminals and terrorists are constantly 
changing. 

3.2 Indicators Relating to Terrorist Financing  

Indicators to help establish suspicion that a transaction may be related to the 
commission of a terrorist financing offence mostly resemble those relating to money 
laundering. In fact, the indicators in this guideline are combined for both money 
laundering and terrorist financing. These are all intended to complement each other and 
reinforce already existing due diligence practices in dealing with financial transactions or 
attempted transactions. 

There are some small differences between money laundering and terrorist financing 
indicators. For example, amounts relating to terrorist financing generally may be smaller. 
However, there is no distinction made in the indicators included in Sections 4 and 5. 

3.3 Lists of persons and entities believed to be associated with terrorists 

As part of international efforts to combat terrorism, the United Nations Security Council   
publishes lists of organisations and individuals suspected of involvement in terrorist 
activities. This is to prevent and suppress the financing of terrorist activities. Properties 
of those whose names are published on any of these anti-terrorism lists are to be 
reported to the Solicitor General. Transactions related to that property are prohibited.  

A consolidated list for use by anyone in the Cook Islands is available from the Ministry of 
Foreign Affairs and the Financial Intelligence Unit. 

If you suspect that a transaction relates to terrorist financing activities then you should 
report your suspicions immediately to the FIU. Under section 11(4) of the FTRA, reports 
may be made orally if the urgency of the situation requires it. 

3.3 Indicators of Suspicious Transactions 
 
The indicators that follow (refer to appendix 1) are provided to help assess whether or 
not transactions might give rise to reasonable grounds for suspicion. They are examples 
of common and industry-specific indicators that may be helpful when evaluating 
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transactions. They include indicators based on certain characteristics that have been 
linked to money laundering or terrorist activities in the past.  
 
These indicators were compiled in consultation with international financial intelligence 
organizations. They are not intended to cover every possible situation and are not to be 
viewed in isolation. A single indicator is not necessarily indicative of reasonable grounds 
to suspect money laundering or terrorist financing. However, if a number of indicators 
are present during a transaction or series of transactions, then you might want to take a 
closer look at other factors prior to making the determination as to whether the 
transaction must be reported.  
 
The indicators have to be assessed in the context in which the transaction occurs. Each 
indicator may contribute to a conclusion that there are reasonable grounds to suspect 
that the transaction is related to the commission of money laundering offence or a 
terrorist financing offence. However, it may also offer no indication of this in view of 
factors such as the client’s occupation, business, financial history and past investment 
pattern. Taken together, the presence of one or more indicators as well as your 
knowledge of your clients business or financial affairs may help you identify suspicious 
transactions.  
 
Some of the indicators provided could result in the transaction being aborted if the client 
requests a service that is prohibited by your business or by the anti-terrorism measures.  
If a transaction is not completed, you are required to submit a suspicious transaction 
report to FIU under section 11 of the FTRA.  
 
In the case of a transaction aborted because you believe the property is owned or 
controlled by or on behalf of a terrorist or a terrorist group, this must be reported as 
explained above.  
 

4. Examples of common indicators (please refer to Appendix 1). 

5. Industry specific indicators (please refer to Appendix 2). 

6. Additional information related to reporting to CIFIU. 
 
6.1. Confidentiality 
   
A reporting institution, its officers, employees and agents or any other person are not 
allowed to disclose to any person, including their client, that a suspicion has been 
formed about a particular transaction or that a suspicious transaction report has been or 
may be made except in certain circumstances as provided in section 14(2) of the FTRA. 
  
6.2.Immunity 
No criminal, civil or disciplinary proceedings may be brought against a reporting 
institution, or its officers, employees or agents who report a suspicion transaction or 
attempted transaction provided they act in good faith and in the course of their 
employment or agency. The same applies to auditors and a supervisory authority of a 
reporting institution or their officers, employees or agents.  
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6.3.Penalties 
There are penalties if you fail to meet the suspicious transaction reporting obligations. 
Failure to report a suspicious transaction or attempted transaction could lead to up to a 
two year term of imprisonment, a fine of up to $20,000, or both in the case of an 
individual, or to a fine of up to $100,000 in the case of a body corporate.  

There are similar penalties for the unauthorised disclosure of suspicious transaction 
reports if the intention is to prejudice investigations or for personal gain. 

7. FIU Contact 

For further information on FIU and its activities, or about reporting suspicious 
transactions, contact the FIU Office on telephone number (682) 29182,  fax: (682) 
29183, email: head@cifiu.gov.ck or the FIU Website: www.cifiu.gov.ck. 
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APPENDIX 1. 

4. Examples of Common Indicators 

 

The following are examples of common indicators that may point to a suspicious 
transaction. Please read Section 3 for general information about identifying suspicious 
transactions and how to use these indicators.  

4.1 General 

• Client admits or makes statements about involvement in criminal activities.  
• Client does not want correspondence sent to home address.  
• Client appears to have accounts with several financial institutions in one area for 

no apparent reason.  
• Client repeatedly uses an address but frequently changes the names involved.  
• Client is accompanied and watched.  
• Client shows uncommon curiosity about internal systems, controls and policies.  
• Client has only vague knowledge of the amount of a deposit.  
• Client presents confusing details about the transaction.  
• Client over justifies or explains the transaction.  
• Client is secretive and reluctant to meet in person.  
• Client is nervous, not in keeping with the transaction.  
• Client is involved in transactions that are suspicious but seems blind to being 

involved in money laundering activities.  
• Client’s home or business telephone number has been disconnected or there is 

no such number when an attempt is made to contact client shortly after opening 
account.  

• Client is involved in activity out-of-keeping for that individual or business.  
• Client insists that a transaction be done quickly.  
• Inconsistencies appear in the client’s presentation of the transaction.  
• Client appears to have recently established a series of new relationships with 

different financial entities.  
• Client attempts to develop close rapport with staff.  
• Client uses aliases and a variety of similar but different addresses.   
• Client uses a post office box or General Delivery address, or other type of mail 

drop address, instead of a street address when this is not the norm for that area.  
• Client offers you money, gratuities or unusual favours for the provision of 

services that may appear unusual or suspicious.  
• You are aware that a client is the subject of a money laundering or terrorist 

financing investigation.  

4.2 Knowledge of Reporting or Record Keeping Requirements 

• Client attempts to convince employee not to complete any documentation 
required for the transaction.   

• Client makes inquiries that would indicate a desire to avoid reporting.  
• Client has unusual knowledge of the law in relation to suspicious transaction 

reporting.  
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• Client seems very conversant with money laundering or terrorist financing issues.  
• Client is quick to volunteer that funds are clean or not being laundered.  

4.3 Identity Documents 

• Client provides doubtful or vague information.  
• Client produces seemingly false identification or identification that appears to be 

counterfeited, altered or inaccurate.  
• Client refuses to produce personal identification documents.  
• Client only submits copies of personal identification documents.  
• Client wants to establish identity using something other than his or her personal 

identification documents.  
• Clients supporting documentation lacks important details such as a phone 

number.  
• Client inordinately delays presenting corporate documents.  
•  All identification presented is foreign or cannot be checked for some reason.  
• All identification documents presented appear new or have recent issue dates. 

4.4 Cash Transactions 

• Client starts conducting frequent cash transactions in large amounts when this 
has not been a normal activity for the client in the past.  

• Client frequently exchanges small bills for large ones.  
• Client uses notes in denominations that are unusual for the client, when the norm 

in that business is much smaller or much larger denominations.  
• Client presents notes that are packed or wrapped in a way that is uncommon for 

the client.  
• Client deposits musty or extremely dirty bills.  
• Client makes cash transactions of consistently rounded-off large amounts (e.g., 

$9,900, $8,500, etc.).  
• Client consistently makes cash transactions that are just under the reporting 

threshold amount in an apparent attempt to avoid the reporting threshold.   
• Client consistently makes cash transactions that are significantly below the 

reporting threshold amount in an apparent attempt to avoid triggering the 
identification and reporting requirements.  

• Client presents uncounted funds for a transaction. Upon counting, the transaction 
is reduced to an amount just below that which could trigger reporting 
requirements.   

• Client conducts a transaction for an amount that is unusual compared to amounts 
of past transactions.  

• Client frequently purchases travellers cheques, foreign currency drafts or other 
negotiable instruments with cash when this appears to be outside of normal 
activity for the client.  

• Client asks you to hold or transmit large sums of money or other assets when 
this type of activity is unusual for the client.   

• Shared address for individuals involved in cash transactions, particularly when 
the address is also for a business location, or does not seem to correspond to 
the stated occupation (for example, student, unemployed, self-employed, etc.)  
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• Stated occupation of the client is not in keeping with the level or type of activity 
(for example a student or an unemployed individual makes daily maximum cash 
withdrawals at multiple locations over a wide geographic area).  

4.5 Economic Purpose 

• Transaction seems to be inconsistent with the clients apparent financial standing 
or usual pattern of activities.  

• Transaction appears to be out of the ordinary course for industry practice or does 
not appear to be economically viable for the client.  

• Transaction is unnecessarily complex for its stated purpose.  
• Activity is inconsistent with what would be expected from declared business.  
• Transaction involves non-profit or charitable organization for which there appears 

to be no logical economic purpose or where there appears to be no link between 
the stated activity of the organization and the other parties in the transaction. 

4.6 Transactions Involving Accounts 

• Opening accounts when the clients address is outside the local service area.  
• Opening accounts with names very close to other established business entities.  
• Attempting to open or operating accounts under a false name.  
• Account with a large number of small cash deposits and a small number of large 

cash withdrawals.  
• Funds are being deposited into several accounts, consolidated into one and 

transferred outside the country.  
• Client frequently uses many deposit locations outside of the home branch 

location.  
• Multiple transactions are carried out on the same day at the same branch but 

with an apparent attempt to use different tellers.  
• Activity far exceeds activity projected at the time of opening of the account.  
• Establishment of multiple accounts, some of which appear to remain dormant for 

extended periods.  
• Account that was reactivated from inactive or dormant status suddenly sees 

significant activity.  
• Reactivated dormant account containing a minimal sum suddenly receives a 

deposit or series of deposits followed by frequent cash withdrawals until the 
transferred sum has been removed.  

• Unexplained transfers between the clients products and accounts.  
• Multiple deposits are made to a clients account by third parties.  
• Deposits or withdrawals of multiple monetary instruments, particularly if the 

instruments are sequentially numbered.  
• Multiple personal and business accounts are used to collect and then funnel 

funds to a small number of foreign beneficiaries, particularly when they are in 
locations of concern, such as countries known or suspected to facilitate money 
laundering activities. More information on which countries these characteristics 
may apply to, please refer to the Web sites provided in section 4.7 of this 
guideline.  
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4.7 Transactions Involving Areas Outside Cook Islands 

• Client and other parties to the transaction have no apparent ties to Cook Islands.  
• Transaction crosses many international lines.  
• Use of a credit card issued by a foreign bank that does not operate in Cook 

Islands by a client that does not live and work in the country of issue.  
• Transactions involving countries deemed by the Financial Action Task Force as 

requiring enhanced surveillance.  
• Foreign currency exchanges that are associated with subsequent wire transfers 

to locations of concern, such as countries known or suspected to facilitate money 
laundering activities and the financing of terrorism activities.  

• Deposits followed within a short time by wire transfer of funds to or through 
locations of concern, such as countries known or suspected to facilitate money 
laundering activities and the financing of terrorism activities.  

• Transaction involves a country where illicit drug production or exporting may be 
prevalent, or where there is no effective anti-money-laundering system.   

• Transaction involves a country known for highly secretive banking and corporate 
law.  

• Transaction involves a country known or suspected to facilitate money laundering 
activities.   

More information on which countries these characteristics (i.e. those mentioned in the 
last two bullets) may apply to can be found at the following Web sites:  

 

http://www1.oecd.org/fatf/NCCT_en.htm  
(information from the Financial Action Task Force about non-cooperative 
countries and territories in the fight against money laundering and terrorist 
financing) 
 
http://www.state.gov/www/global/narcotics_law/1999_narc_report 
/index.html   
(International Narcotics Control Strategy Report released by the Bureau for 
International Narcotics and Law Enforcement Affairs, U.S. Department of 
State, March 2000) 
 
http://www.fintrac.gc.ca/publications/avs/2002-12-20_e.asp  

 

4.8 Transactions Related to Offshore Business Activity  

Any person or entity that conducts transactions internationally should consider the 
following indicators. 

• Accumulation of large balances, inconsistent with the known turnover of the 
clients business, and subsequent transfers to overseas account(s).  

• Frequent requests for travellers cheques, foreign currency drafts or other 
negotiable instruments.  

• Loans secured by obligations from offshore banks.  
• Loans to or from offshore companies.  
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• Offers of multimillion-dollar deposits from a confidential source to be sent from an 
offshore bank or somehow guaranteed by an offshore bank.  

• Transactions involving an offshore shell bank whose name may be very similar to 
the name of a major legitimate institution.  

• Unexplained electronic funds transfers by client on an in-and-out basis.  
• Use of letter-of-credit and other method of trade financing to move money 

between countries when such trade is inconsistent with the clients business.  
• Use of a credit card issued by an offshore bank.   
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APPENDIX 2. 
 

5. Examples of Industry-Specific Indicators 

 

5.1 Industry-Specific Indicators 

In addition to the general indicators outlined above, the following industry-specific 
indicators may point to a suspicious transaction. Remember that behaviour is 
suspicious, not people. Also, it is the consideration of many factors not any one factor 
that will lead to a conclusion that there are reasonable grounds to suspect that a 
transaction is related to the commission of a money laundering or terrorist financing 
offence. All circumstances surrounding a transaction should be reviewed, within the 
context of your knowledge of your client.  

Taken together, the general and industry-specific indicators that apply to your business 
may help you identify suspicious transactions. Depending on the services you provide, 
you may need information about indicators in more than one of the following sections. 
For example, if you are a financial advisor, you might sell life insurance products and 
securities. In this case, you would read the indicators in Section 5.5 (Life Insurance 
Companies, Brokers and Agents), as well as under Section 5.6 (Securities Dealers).  
 
5.2 Financial Entities 

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. 

The following indicators are for your consideration if you are an institution that opens 
accounts and holds deposits on behalf of individuals or companies. This includes banks, 
credit unions, trust and loan companies. 

- Personal Transactions 

• Client appears to have accounts with several financial institutions in one 
geographical area.  

• Client has no employment history but makes frequent large transactions or 
maintains a large account balance.  

• Client makes one or more cash deposits to general account of foreign 
correspondent bank (i.e., flow-through account).  

• Client runs large credit card balances.  
• Client visits the safety deposit box area immediately before making cash 

deposits.  
• Client wishes to have credit and debit cards sent to international or domestic 

destinations other than his or her address.  
• Client has numerous accounts and deposits cash into each of them with the total 

credits being a large amount.  
• Client deposits large endorsed cheques in the name of a third-party.  
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• Client frequently makes deposits to the account of another person who is not an 
employer or family member.  

• Client frequently exchanges currencies.  
• Client frequently makes automatic banking machine deposits just below the 

reporting threshold.  
• Clients access to the safety deposit facilities increases substantially or is unusual 

in light of their past usage.  
• Many unrelated individuals make payments to one account without rational 

explanation.  
• Third parties make cash payments or deposit cheques to a clients credit card.  
• Client has frequent deposits identified as proceeds of asset sales but assets 

cannot be substantiated.  
• Client acquires significant assets and liquidates them quickly with no explanation.  
• Client acquires significant assets and encumbers them with security interests that 

don’t make economic sense.  

 
- Corporate and Business Transactions 
 
Some businesses may be susceptible to the mixing of illicit funds with legitimate income. 
This is a very common method of money laundering. These businesses include those 
that conduct the majority of their business in cash on opening accounts with the various 
businesses in your area, you would be aware of those that are mainly cash based. 
Unusual or unexplained increases in cash deposits made by those entities may be 
indicative of suspicious activity.  

• Accounts are used to receive or disburse large sums but show virtually no normal 
business-related activities, such as the payment of payrolls, invoices, etc.  

• Accounts have a large volume of deposits in bank drafts, cashiers cheques, 
money orders or electronic funds transfers, which is inconsistent with the clients 
business.  

• Accounts have deposits in combinations of monetary instruments that are 
atypical of legitimate business activity (for example, deposits that include a mix of 
business, payroll, and social security cheques).   

• Accounts have deposits in combinations of cash and monetary instruments not 
normally associated with business activity.  

• Business does not want to provide complete information regarding its activities.  
• Financial statements of the business differ noticeably from those of similar 

businesses.  
• Representatives of the business avoid contact with the branch as much as 

possible, even when it would be more convenient for them.  
• Deposits to or withdrawals from a corporate account are primarily in cash rather 

than in the form of debit and credit normally associated with commercial 
operations.  

• Client maintains a number of trustee or client accounts that are not consistent 
with that type of business or not in keeping with normal industry practices.  

• Client operates a retail business providing cheque-cashing services but does not 
make large draws of cash against cheques deposited.  

• Client pays in cash or deposits cash to cover bank drafts, money transfers or 
other negotiable and marketable money instruments.  
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• Client purchases cashiers cheques and money orders with large amounts of 
cash.  

• Client deposits large amounts of currency wrapped in currency straps.  
• Client makes a large volume of seemingly unrelated deposits to several accounts 

and frequently transfers a major portion of the balances to a single account at the 
same bank or elsewhere.  

• Client makes a large volume of cash deposits from a business that is not 
normally cash-intensive.  

• Client makes large cash withdrawals from a business account not normally 
associated with cash transactions.  

• Client consistently makes immediate large withdrawals from an account that has 
just received a large and unexpected credit from abroad.  

• Client makes a single and substantial cash deposit composed of many large bills.  
• Small, one-location business makes deposits on the same day at different 

branches across a broad geographic area that does not appear practical for the 
business.  

•  There is a substantial increase in deposits of cash or negotiable instruments by 
a company offering professional advisory services, especially if the deposits are 
promptly transferred.  

•  There is a sudden change in cash transactions or patterns.  
• Client wishes to have credit and debit cards sent to international or domestic 

destinations other than his or her place of business.  
• There is a marked increase in transaction volume on an account with significant 

changes in an account balance that is inconsistent with or not in keeping with 
normal business practices of the client's account.  

• Asset acquisition is accompanied by security arrangements that are not 
consistent with normal practice.  

• Unexplained transactions are repeated between personal and commercial 
accounts.  

• Activity is inconsistent with stated business.  
• Account has close connections with other business accounts without any 

apparent reason for the connection.  
• Activity suggests that transactions may offend securities regulations or the 

business prospectus is not within the requirements.  
• A large number of incoming and outgoing wire transfers take place for which 

there appears to be no logical business or other economic purpose, particularly 
when this is through or from locations of concern, such as countries known or 
suspected to facilitate money laundering activities.  

5.3 Businesses who Send or Receive Electronic Funds Transfers  

 Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are involved in the 
business of electronic funds transfers, consider the following indicators.  

• Client orders wire transfers in small amounts in an apparent effort to avoid 
triggering identification or reporting requirements.  

• Client transfers large sums of money to overseas locations with instructions to 
the foreign entity for payment in cash.  
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• Client receives large sums of money from an overseas location via electronic 
funds transfer that includes instructions for payment in cash.  

• Client makes frequent or large electronic funds transfers for persons who have 
no account relationship with the institution.  

• Client receives electronic funds transfers and immediately purchases monetary 
instruments prepared for payment to a third party which is inconsistent with or 
outside the normal course of business for the client.  

• Client requests payment in cash immediately upon receipt of a large electronic 
funds transfer.  

• Client instructs you to transfer funds abroad and to expect an equal incoming 
transfer.  

• Client shows unusual interest in electronic funds systems and questions limit of 
what amount can be transferred.  

• Client transfers funds to another country without changing the form of currency.  
• Large incoming wire transfers from foreign jurisdictions are removed immediately 

by company principals.  
• Client sends frequent wire transfers to foreign countries, but business does not 

seem to have connection to destination country.  
•  Wire transfers are received from entities having no apparent business 

connection with client.  
• Size of electronic transfers is out-of-keeping with normal business transactions 

for that client.   
• Wire transfers do not have information about the beneficial owner or originator 

when the inclusion of this information would be expected.  
• Stated occupation of the client is not in keeping with the level or type of activity 

(for example a student or an unemployed individual who receives or sends large 
numbers of wire transfers).  

• Beneficiaries of wire transfers involve a large group of nationals of countries 
associated with terrorist activity.  

• Client conducts transactions involving countries known as narcotic source 
countries or as trans-shipment points for narcotics, or that are known for highly 
secretive banking and corporate law practices.  

• Client makes electronic funds transfers to free trade zones that are not in line 
with the clients business or from countries known to have ML or TF problems. 

More information on which countries these characteristics may apply to can be
found at the following Web sites: 
 
http://www.state.gov/www/global/narcotics_law/1999_narc_report/ 
index.html   
(International Narcotics Control Strategy Report released by the Bureau for
International Narcotics and Law Enforcement Affairs, U.S. Department of State,
March 2000) 
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5.4 Businesses who Provide Loans 

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are involved in the 
business of providing loans or extending credit to individuals or corporations, consider 
the following indicators.  

• Client suddenly repays a problem loan unexpectedly.  
• Clients employment documentation lacks important details that would make it 

difficult for you to contact or locate the employer.  
• Client has loans to or from offshore companies that are outside the ordinary 

course of business of the client.  
• Client offers you large dollar deposits or some other form of incentive in return for 

favourable treatment on loan request.  
• Client asks to borrow against assets held by another financial institution or a third 

party, when the origin of the assets is not known.  
• Loan transactions are entered into in situations where the client has significant 

assets and the loan transaction does not make economic sense.  
• Customer seems unconcerned with terms of credit or costs associated with 

completion of a loan transaction.  
• Client applies for loans on the strength of a financial statement reflecting major 

investments in or income from businesses incorporated in countries known for 
highly secretive banking and corporate law and the application is outside the 
ordinary course of business for the client.   

5.5 Life Insurance Companies, Brokers and Agents 

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you provide life insurance as 
your main occupation or as one of the many services that you offer, consider the 
following indicators.  

• Client proposes to purchase an insurance product using a cheque drawn on an 
account other than his or her personal account.  

• Client requests an insurance product that has no discernible purpose and is 
reluctant to divulge the reason for the investment.  

• Client who has other small policies or transactions based on a regular payment 
structure makes a sudden request to purchase a substantial policy with a lump 
payment.  

• Client conducts a transaction that results in a conspicuous increase in investment 
contributions.  

• Client cancels investment or insurance soon after purchase.  
• Client shows more interest in the cancellation or surrender than in the long-term 

results of investments.  
• Client makes payments with small denomination notes, uncommonly wrapped, 

with postal money orders or with similar means of payment.  
• The duration of the life insurance contract is less than three years.  
• The first (or single) premium is paid from a bank account outside the country.  
• Client accepts very unfavourable conditions unrelated to his or her health or age.  
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5.6 Securities Dealers 

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are involved in the 
business of dealing in securities or segregated fund products, including portfolio 
managers and investment counselors, consider the following indicators.  

• Normal attempts to verify the background of a new or prospective client are 
difficult.  

• Accounts that have been inactive suddenly experience large investments that are 
inconsistent with the normal investment practice of the client or their financial 
ability.  

• Any dealing with a third party when the identity of the beneficiary or counter-party 
is undisclosed.  

• Client attempts to purchase investments with cash.  
• Client wishes to purchase a number of investments with money orders, travellers 

cheques, cashiers cheques, bank drafts or other bank instruments, especially in 
amounts that are slightly less than $10,000, where the transaction is inconsistent 
with the normal investment practice of the client or their financial ability.  

• Client uses securities or futures brokerage firm as a place to hold funds that are 
not being used in trading of securities or futures for an extended period of time 
and such activity is inconsistent with the normal investment practice of the client 
or their financial ability.  

• Client wishes monies received through the sale of shares to be deposited into a 
bank account rather than a trading or brokerage account which is inconsistent 
with the normal practice of the client.  

• Client frequently makes large investments in stocks, bonds, investment trusts or 
the like in cash or by cheque within a short time period, which is inconsistent with 
the normal practice of the client.  

• Client makes large or unusual settlements of securities in cash.  
• The entry of matching buying and selling of particular securities or futures 

contracts (called match trading), creating the illusion of trading.   
• Transfers of funds or securities between accounts not known to be related to the 

client.  
• Trades conducted by entities that you know have been named or sanctioned by 

regulators in the past for irregular or inappropriate trading activity.  
• Transaction of very large dollar size.  
• Client is willing to deposit or invest at rates that are not advantageous or 

competitive.  
• All principals of client are located outside of Cook Islands.  
• Client attempts to purchase investments with instruments in the name of a third 

party.  
• Payments made by way of third party cheques are payable to, or endorsed over 

to, the client.  
• Transactions made by your employees, or that you know are made by a relative 

of your employee, to benefit unknown parties.  
• Third-party purchases of shares in other names (i.e., nominee accounts).  
• Transactions in which clients make settlements with cheques drawn by, or 

remittances from, third parties.  
• Unusually large amounts of securities or stock certificates in the names of 

persons other than the client.  
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• Proposed transactions are to be funded by international wire payments, 
particularly if from countries where there is no effective anti-money-laundering 
system.  

More information on which countries these characteristics may apply to can be
found at the following Web site: 
 
http://www1.oecd.org/fatf/NCCT_en.htm  
 
(information from the Financial Action Task Force about non-cooperative 
countries and territories in the fight against money laundering and terrorist
financing) 

 
 
5.7 Foreign Exchange Dealers and Money Services Businesses  

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are involved in the 
money services business, including foreign exchange dealers, money remitters, issuers 
of travellers cheques and post offices, consider the following indicators.   

• Client requests a transaction at a foreign exchange rate that exceeds the posted 
rate.  

• Client wants to pay transaction fees that exceed the posted fees.  
• Client exchanges currency and requests the largest possible denomination bills 

in a foreign currency.  
• Client knows little about address and contact details for payee, is reluctant to 

disclose this information, or requests a bearer instrument.  
• Client wants a cheque issued in the same currency to replace the one being 

cashed.  
• Client wants cash converted to a cheque and you are not normally involved in 

issuing cheques.  
• Client wants to exchange cash for numerous postal money orders in small 

amounts for numerous other parties.  
• Client enters into transactions with counter parties in locations that are unusual 

for the client.  
• Client instructs that funds are to be picked up by a third party on behalf of the 

payee.  
• Client makes large purchases of travellers cheques not consistent with known 

travel plans.  
• Client requests numerous cheques in small amounts and various names, which 

total the amount of the exchange.  
• Client requests that a cheque or money order be made out to the bearer.  
• Client requests that a large amount of foreign currency be exchanged to another 

foreign currency.  
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5.8 Accountants  

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are an accountant, 
consider the following indicators when you are carrying out certain activities on behalf of 
your client, as explained in Section 2.1. 

• Client appears to be living beyond his or her means.  
• Client has business activity inconsistent with industry averages or financial ratios.  
• Client has cheques inconsistent with sales (i.e., unusual payments from unlikely 

sources).  
• Client has a history of changing bookkeepers or accountants yearly.  
• Client is uncertain about location of company records.  
• Company carries non-existent or satisfied debt that is continually shown as 

current on financial statements.  
• Company has no employees, which is unusual for the type of business.  
• Company is paying unusual consultant fees to offshore companies.  
• Company records consistently reflect sales at less than cost, thus putting the 

company into a loss position, but the company continues without reasonable 
explanation of the continued loss.   

• Company shareholder loans are not consistent with business activity.  
• Examination of source documents shows misstatements of business activity that 

cannot be readily traced through the company books.  
• Company makes large payments to subsidiaries or similarly controlled 

companies that are not within the normal course of business.   
• Company acquires large personal and consumer assets (i.e., boats, luxury 

automobiles, personal residences and cottages) when this type of transaction is 
inconsistent with the ordinary business practice of the client or the practice of that 
particular industry.  

• Company is invoiced by organizations located in a country that does not have 
adequate money laundering laws and is known as a highly secretive banking and 
corporate tax haven. 

More information on which countries these characteristics may apply to can be
found at the following Web site: 
 
http://www.oecd.org/home/0,2605,en_2649_2011851_1_1_1_1,00.html  
 
(Organisation for Economic Co-Operation and Development tax haven update 
information)  
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5.9 Real Estate Brokers or Sales Representatives 

Please read Section 3 and Section 5.1 (above) for general information about identifying 
suspicious transactions and how to use these indicators. If you are in the real estate 
industry, consider the following indicators when carrying out certain activities on behalf 
of your clients, as explained in Section 2.1.  

• Client arrives at a real estate closing with a significant amount of cash.   
• Client purchases property in the name of a nominee such as an associate or a 

relative (other than a spouse).  
• Client does not want to put his or her name on any document that would connect 

him or her with the property or uses different names on Offers to Purchase, 
closing documents and deposit receipts.  

• Client inadequately explains the last minute substitution of the purchasing party’s 
name.  

• Client negotiates a purchase for market value or above asking price, but records 
a lower value on documents, paying the difference under the table.  

• Client sells property below market value with an additional under the table 
payment.  

• Client pays initial deposit with a cheque from a third party, other than a spouse or 
a parent.  

• Client pays substantial down payment in cash and balance is financed by an 
unusual source or offshore bank.  

• Client purchases personal use property under corporate veil when this type of 
transaction is inconsistent with the ordinary business practice of the client.  

• Client purchases property without inspecting it.  
• Client purchases multiple properties in a short time period, and seems to have 

few concerns about the location, condition, and anticipated repair costs, etc. of 
each property.  

• Client pays rent or the amount of a lease in advance using a large amount of 
cash.  

• Client is known to have paid large remodeling or home improvement invoices 
with cash, on a property for which property management services are provided.  
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FTRA Guideline No.3 
 

 Cash Transaction Reporting 
 

1. Introduction 

This guideline has been prepared by the FIU to help reporting institutions submit cash 
transaction reports (CTRs) under section 10 of the FTRA in the prescribed form 
(attached to this guideline).  Reporting institutions are defined under section 2 of the 
FTRA. 

This guideline explains reporting timelines, how reports are to be sent to FIU, and what 
information has to be included in these reports.  It also explains who has to report a cash 
transaction(s). 

This guideline is provided as general information only. It is not a legal advice and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent 
legal advice on the interpretation and requirements of the FTRA.   

Any reference to dollar amounts (such as $10,000) refers New Zealand dollars or its 
equivalent in foreign currency. 

For more information about cash transaction reporting, contact the FIU. 

2. Cash Transaction Reporting Requirements 

All references to cash, means coin or paper money that is designated as legal tender in 
the country of issue. In this context, cash also includes travellers cheques, bearer bonds, 
money orders and postal notes. 

2.1 When Does a Cash Transaction Report have to be made? 

Reporting institutions have to submit a cash transaction report to the FIU when any 
transaction of an amount of more than $10,000 in cash in the course of a single 
transaction. 

A reporting institution must submit a cash transaction report  to the FIU within 3 working 
days after the transaction is made and in the form prescribed under regulation 3 and 
Schedule 1 of the Financial Transactions Reporting (Forms) Regulations 2004 (attached 
to this guideline). 

Refer to Appendix 2.  
 
Reporting institutions are also required to establish and maintain procedures and 
systems to implement the reporting requirements concerning cash transaction reports as 
required under section 18 of the FTRA. 
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2.3 When not to make a Cash Transaction Report 

You do not have to make a cash transaction report to the FIU if the recipient and the 
sender of the cash is a reporting institution as defined by Section 2 of the FTRA. 
 
3. Additional information related to reporting to CIFIU. 
 
3.1. Immunity 

No criminal, civil or disciplinary proceedings may be brought against a reporting 
institution, its officers, employees or agents who report a cash transaction exceeding 
$10,000 provided they act in good faith and in the course of their employment or agency. 
The same applies to auditors or a supervisory authority of a reporting institution or their 
officers, employees or agents.  

3.2. Penalties 

There are penalties if you fail to meet the cash transaction reporting obligations. Failure 
to report a cash transaction is punishable by a fine of up to $10,000, in the case of an 
individual, or to a fine of up to $50,000 in the case of a body corporate.  

4. Other requirements associated with Cash Transactions 

In addition to the reporting requirements explained in this guideline, consider the 
following relating to cash transactions: 

4.1. Record keeping and client identification 

Cash transactions have associated record keeping and client identification 
requirements.  These are explained in Guideline 5: Record Keeping and Client 
Identification. 

4.2. Electronic funds transfer report 

If a cash transaction results in an electronic funds transfer, you may have to make an 
electronic funds transfer report to the FIU about the same transaction in addition to the 
cash transaction report. 

For more information about making electronic funds transfer reports, refer to FTRA 
Guideline No.4. 

4.3 Suspicious transaction report 

If a cash transaction gives you reasonable grounds to suspect that it could be related to  
money laundering or terrorist financing or a serious offence, a suspicious transaction 
report must be submitted to FIU under s.11 of the FTRA. This would be in addition to 
making the cash transaction report about the same transaction as required. 

For more information about suspicious transaction reports, please refer to the following: 
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• Guideline 1: Background  
• Guideline 2: Suspicious Transactions  

5. FIU Contact 

For further information on CIFIU and its activities, or about reporting cash transactions, 
contact CIFIU on telephone number (682) 29182, or fax: (682) 29183 or email: 
head@cifiu.gov.ck, or the FIU Website: www.cifiu.gov.ck. 
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FTRA Guideline No.4 
 

Electronic Funds Transfer Reporting 
 
 

1. Introduction 

This guideline has been prepared by the FIU to help reporting institutions submit electronic 
funds transfer reports (EFTRs) under section 10 of the FTRA in the prescribed form (attached 
to this guideline). Reporting institutions are defined under section 2 of the FTRA and under 
s.10 of the FTRA only reporting institutions that fall under paragraphs (a) and (d) of the 
definition are required to report EFTs (see 2.1 below). 

This guideline explains reporting timelines, how reports have to be sent to the FIU, and what 
information has to be included in these reports.  It also explains who has to report electronic 
funds transfers. 

This guideline is provided as general information only. It is not a legal advice and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent legal 
advice on the interpretation and requirements of the FTRA. For more information about money 
laundering, terrorist financing, or other reporting requirements under the Act, see the other 
guidelines or contact the Financial Intelligence Unit.  

2. Electronic Funds Transfer Reporting Requirements 

Throughout this guideline, any references to dollar amounts (such as $10,000) refer to the 
amount in New Zealand dollars or its equivalent in foreign currency. 

2.1 Who has to report Electronic Funds Transfers? 

The only reporting institutions that have to report EFTs under section 10 of the FTRA are 
those that conduct business for or on behalf of a customer in the following circumstances: 

(a) accepting deposits and other repayable funds from the public or banking business as 
defined in the Banking Act 2003; and/or 

(b) providing transfer of money or value, including: 

(i) collecting, holding, exchanging or remitting funds or the value of money, or 
otherwise negotiating transfers of funds or the value of money, on behalf of other 
persons; 

 (ii) delivering funds; or 

(iii) issuing, selling or redeeming travellers’ cheques, money orders or similar 
instruments. 
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2.2 When Do You Have to Report Electronic Funds Transfers? 

As a reporting institution in 2.1 above you must report certain EFTs to the FIU in the following 
circumstances :  

(i)  when sending out of the Cook Islands at the request of a customer any electronic 
funds transfer exceeding $10,000 in the course of a single transaction; or 

(ii)  when receiving from outside the Cook Islands an electronic funds transfer, sent at the 
request of a customer, of an amount exceeding $10,000 in the course of a single 
transaction. 

You have to send electronic funds transfer report(s) to the FIU within 3 working days after the 
transaction, and in the form prescribed under regulation 4 and Schedule 2 of the Financial 
Transactions Reporting (Forms) Regulations 2004.  
 
Please refer to Appendix 3. 
 
Reporting institutions are also required to establish and maintain procedures and systems to 
implement the reporting requirements concerning EFT reports. 
 

2.3. When Not to Report Electronic Funds Transfers? 

You do not have to submit an electronic funds transfer report to the FIU: 

(i) when the reporting institution sends an electronic funds transfer to a person or entity in 
the Cook Islands, even if the final recipient is outside of the Cook Islands; or 

(ii) when the reporting institution receives an electronic funds transfer from a person or 
entity in the Cook Islands even if the initial sender is outside the Cook Islands. 

3. Accurate originator information  

As a reporting institution when conducting electronic funds transfer you must include accurate 
originator information and other related messages on electronic funds transfers and such 
information must remain with the transfer. This includes but not limited to the following:  

 (i) the personal and business details of the sender, and  
(ii) the name of the person authorizing the transfer 
 
 
3.1 When Not to Obtain Originator Information. 
 
You do not have to obtain accurate originator information when conducting the following 
activities: 
 
(i) electronic funds transfers effected from the use of a credit or debit card as means of 

payment, provided that the credit or debit card number is included in the information 
accompanying the transfer. 
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(ii) electronic funds transfers between reporting institutions where the originator and 

beneficiary of the funds are acting on their own behalf, which are only those reporting 
institutions defined under paragraph (a) under section 2 of the FTRA Act (see 2.1 
above) and in Guideline No.1. 

 
4. Additional Information Related to Reporting to CIFIU. 
 
4.1. Immunity 

No criminal, civil or disciplinary proceedings may be brought against a reporting institution, its 
officers, employees or agents who report a cash transaction exceeding $10,000 provided they 
act in good faith and in the course of their employment or agency. The same applies to 
auditors or a supervisory authority of a reporting institution or their officers, employees or 
agents .  

4.2. Penalties 

There are penalties if you fail to meet the electronic funds transfer reporting obligations. 
Failure to report an electronic funds transfer is punishable by a fine of up to $10,000, in the 
case of an individual, or to a fine of up to $50,000 in the case of a body corporate.  

Failure to report electronic funds transfers below the threshold is punishable by a fine of up to 
$10,000 or to a term of imprisonment of up to 12 months, or both in the case of an individual, 
and in the case of a body corporate, to a fine of up to $50,000.  

5. Other requirements associated with electronic funds transfers 

In addition to the reporting requirements explained in this guideline, consider the following 
relating to a suspicious transaction: 

5.1. Record keeping and client identification 

Cash transactions have associated record keeping and client identification requirements.  
These are explained in Guideline 5: Record Keeping and Client Identification. 

5.2. Suspicious transaction report 

If anything about an electronic funds transfer gives you reasonable grounds to suspect that it 
could be related to money laundering offence, terrorist financing offence, or a serious offence 
you have to make a suspicious transaction report to FIU under section 11 of the FTRA. This 
would be in addition to making the electronic funds transfer report about the same transaction 
as required. 

The suspicious transaction report has very similar fields to those of an electronic funds 
transfer report. There are some differences, such as a field in the suspicious transaction 
report for you to explain your suspicion about the transaction. There is also a field in that 
report for you to describe what action, if any, was taken by you as a result of the suspicious 
transaction. This would include stating that you have made an electronic funds transfer report 
for the same transaction (if that is the case). 
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For more information about suspicious transaction reports, please refer to the following: 

• Guideline 1: Background 
• Guideline 2: Suspicious Transactions  

6. FIU Contact. 

For further information on CIFIU and its activities, or about electronic funds transfer reporting, 
contact CIFIU on telephone number (682) 29182, or fax: (682) 29183 or email: 
head@cifiu.gov.ck, or the FIU Website: www.cifiu.gov.ck. 
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 FTRA Guideline No.5  
 

Record Keeping and Customer Identification 
 

 
1. Introduction 

If you are a reporting institution defined under section 2 of the Financial Transactions 
Reporting Act 2004 (FTRA), this guideline has been prepared by the FIU to help you 
meet your record keeping and client identification obligations under Part 2 of the FTRA.  

This guideline is provided as general information only. It is not legal advice and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent 
legal advice on the interpretation and requirements of the FTRA. For more information 
about money laundering, terrorist financing, or other reporting requirements under the 
Act, see the other guidelines or contact the Financial Intelligence Unit.  

2. Record Keeping and Client Identification Obligations 

As a reporting institution, you must identify the customer on the basis of any official or 
other identifying document and verify the identity of the customer on the basis of a 
reliable and independent source document, data, or information or other evidence as is 
reasonably capable of verifying the identity of the customer. This must be done in the 
following situations; 

• When you enter into a continuing business relationship with a customer or in the 
absence of that relationship conduct any transaction on behalf of a customer, 

• When you carry out an electronic funds transfer (other than an electronic funds 
transfer referred to in subsection 9(2) or 9(3) of the FTRA); 

• When there is a suspicion of a money laundering offence or financing of terrorism 
offence; 

• When you have doubts about the veracity or accuracy of the customer 
identification information previously obtained. 

Under the FTRA a business relationship is defined as a continuing relationship between 
two or more parties at least one of whom is a reporting institution acting in the course of 
that reporting institution’s business in providing services to that other party. 

In addition a transaction is defined under the FTRA and includes, but is not limited to, 
any deposit, withdrawal, exchange or transfer of funds in cash, by cheque or electronic 
means. 

2.2 Types of records to be kept 

As a reporting institution, you have to keep the following records: 

• Cash transaction reports as provided in Guideline No. 4;  
• Suspicious transactions reports as provided in Guideline No.2; 
• Electronic funds transfer reports as provided in Guideline No.3; 
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• Account opening records (Account application form, signature cards, 
agreements, memos, etc );  

• Customer identification documentation(s) as described in section 3 and 4 of this 
guideline; 

• Company registration document(s) as described in section 3 and 4 of this 
guideline ; 

• Certain records created in the normal course of business;  
• Certain records about the operation of an account (Account statements etc);  
• Foreign currency exchange transaction tickets;  
• Certain records about transactions with non-account holders;  
• Trust related records (trust companies); and  
• Other documents that may be required by the FIU. 

The FIU has the power to examine records required to be kept under the FTRA. 

3. Client information (s) and verification 

As a reporting institution, you must satisfy yourself that you have obtained all necessary 
information(s) required to identify your customer and you must also undertake your own 
verification of the information so obtained/ or provided to the satisfaction of your 
knowledge of the customer. 

3.1 Natural Person 

If the customer is a natural person you must adequately identify and verify his/her 
identity, including obtaining information relating to: 

• the person’s name, address and occupation; and 
• the national identity card or passport or other applicable official identifying 

document. 

3.2 Legal Entity 

If the customer is a legal entity you must adequately identify and verify its legal existence 
and structure, including obtaining information relating to: 

• the entity’s name, legal form, registration number, and registered address; 
• its principal owners and beneficiaries‘ and its directors and control structure; and 
• provisions regulating the power to bind the entity, and to verify that any person 

purporting to act on behalf of the entity is authorized to do so and identify those 
persons. 

3.3 Association 

If the customer is an association you must adequately identify and verify its legal 
existence and structure, including obtaining information relating to: 

• the association’s name, legal form, registration number and registered address; 
• the principal members of the association; and 

FTRA Guideline No. 5 2



• provisions regulating the power to bind the association, and to verify that any 
person purporting to act on behalf of the association is authorized to do so and 
identify those persons. 

3.4 Trust  

If the customer is a trust you must adequately obtain information relating to: 

• the trust’s name and registered office or address for service; 
• the nature of the trust and its beneficiaries; and 
• the name, address, occupation, national identity card or passport or other 

applicable official identifying document of each settlor and trustee. 

3.5 Politically Exposed Person  

If the customer is a politically exposed person (PEP) you must: 

• adequately identify and verify his/her identity as set out in this section 3; 
• have appropriate risk management systems to determine whether the customer 

is a politically exposed person; 
• obtain the approval of senior management before establishing a business 

relationship with the customer; 
• take reasonable measures to establish the source of wealth and source of funds, 

and 
• conduct regular and ongoing enhanced monitoring of the business relationship. 

A ‘PEP’ is defined under the FTRA and means any individual who is or has been 
entrusted with any prominent public function in a foreign country, such as a Head of 
State or of government, a senior politician, senior government, judicial or military official, 
a senior executive of state owned corporations, and any important political party officials 
and includes the family members or close associates of any such person.  

4. Identification documents 

As a reporting institution, all customer identification documents obtained in section 3 of 
this guideline must be valid and certified. In the case of photographic identification 
documents such as passports and drivers license, it must be issued by a government 
agency. 

The FIU may require other documentation for the purposes of verification and 
these will be specified in guidelines as and when required.  

4.1 Individual/Natural Person 

In the case of an individual, a reporting institution must have; 

• a certified copy of a valid photographic identification document ( such as 
passport, drivers licence etc) issued by a government or government agency; 
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• a statement from a bank where the customer has maintained a relationship for at 
least 12 months; and 

• a recent utility bill that shows the person’s permanent residential address. 

4.2 Legal Entity 

 In the case a legal entity, a reporting institution must have; 

• a certified copy of the certificate of incorporation, the register of directors and the 
register of shareholders, and the memorandum and articles of association; and 

• verification documentation for the directors and shareholders. 

4.3 Association 

In the case an association, a reporting institution must have; 

• a certified copy of the certificate of registration and its constitution or charter ; 
and 

• verification documentation for its principal members. 

4.4 Trust 

In the case of a trust, a reporting institution must have; 

• a certified copy of the certificate of registration or instrument evidencing or by 
which the trust was established; 

• verification documentation in respect of each settlor and trustee. 

4.5 PEPS 

In the case of a PEP, a reporting institution must have the same verification 
documents as for an individual/natural person. 

5 Certification of documents 

The certification of the identification documents can be done by the following people: 

 (i) Justice of the Peace (JP) 

(ii) Notary Public 

(iii) Person in Management Level of the Reporting Institution  

(iv) Money Laundering Reporting Officer appointed under s.18(2) FTRA 
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6. Other obligations to maintain records. 

6.1 Reporting Institutions to establish and maintain records.  

As a reporting institution you must establish and maintain record(s) that are reasonably 
necessary to enable the transaction(s) to be readily reconstructed at any time by the FIU 
or by a law enforcement agency, such as: 

• record of all transaction(s) carried out by it and correspondence relating to the 
transaction(s); 

• records of a person’s identification and verification obtained in accordance with 
section 4 of the FTRA; 

• records of all reports made to the FIU; and 
• records of all enquiries made by the reporting institution or to the reporting 

institution by the FIU and other law enforcement agencies. 

6.2 Other obligations  

(i) Reporting institutions must obtain sufficient particulars to identify the name, 
address and occupation (or, where appropriate, business or principal activity) of 
each person: 

 conducting the transaction; and 
 if applicable, on whose behalf the transaction is being conducted. 

(ii) As, a reporting institution the transaction(s) mentioned in above, you must have 
sufficient particulars to identify: 

 the nature and the date of the transaction; 
 the type and amount of any currency involved; 
 the type and identifying number of any account with the reporting institution 

involved in the transaction; 
 if the transaction involves a negotiable instrument other than currency, the name 

of the drawer of the instrument, the name of the institution on which it was drawn, 
the name of the payee (if any), the amount and date of the instrument, the 
number (if any) of the instrument and details of any endorsements appearing on 
the instrument; and 

 the name and address of the reporting institution, and of the officer, employee or 
agent of the reporting institution who prepared the record. 

(iii) The records mentioned in this guideline must be; 

 kept in the Cook Islands for a minimum period of six (6) years from the date of 
any transaction(s) or correspondence; or if kept elsewhere, in the manner and 
form that allows the FIU to reproduce it within three working days, and that the 
record is in usable form in the Cook Islands; 

 kept in the Cook Islands for a minimum period of six (6) years from the date of 
closing the account or ceasing the business relationship, which ever is the later; 
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or, if kept elsewhere, in the manner and form that allows the FIU to reproduce, 
within three working days, that record in usable form in the Cook Islands; 

 maintained in a manner and form that will enable the reporting institution to 
comply immediately with requests for information from the FIU or a law 
enforcement agency 

(iv) Where any record is required to be kept under the FTRA it may be kept: 

 in a machine-readable form, if a paper copy can be readily produced from it, or 
 in an electronic form, if a paper copy can be readily produced from it and an 

electronic signature of the person who keeps the record is retained. 

7. Penalty. 

A reporting institution failing to identify and verify a customer under section 4 of the 
FTRA commits an offence and is liable in the case of an individual to a fine of up to 
$10,000 or to a term of imprisonment of up to 12 months (or both) and in the case of a 
body corporate to a fine of up to $50,000. 

A reporting institution failing to maintain records under section 6 of the FTRA commits an 
offence and is liable in the case of an individual to a fine up to $5,000 and in the case of 
a body corporate to a fine of up to $20,000. 

8. FIU Contact. 

For further information on CIFIU and its activities, or about record keeping and customer 
identification, contact CIFIU on telephone number (682) 29182, or fax: (682) 29183 or 
email:head@cifiu.gov.ck, or the FIU Website: www.cifiu.gov.ck, 
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FTRA Guideline No.6 
 

Implementing a Compliance Regime 
 

 
1. Introduction 
 

The objective of the Financial Transactions Reporting Act 2004 (the FTRA) is to help 
detect and deter money laundering and the financing of terrorism. It is also to facilitate 
investigations and prosecutions of money laundering and terrorist financing offences.  

This guideline has been prepared by the FIU to help you implement your compliance 
regime to meet your reporting, record-keeping and client identification obligations.  

This guideline is provided as general information only. It is not a legal advice, and is not 
intended to replace the FTRA. Reporting institutions should seek their own independent 
legal advice on the interpretation and requirements of the FTRA. For more information 
about money laundering, terrorist financing, or other reporting requirements under the 
FTRA, see the other guidelines or contact the Financial Intelligence Unit. 

 
2. What is a Compliance Regime?  

 

A compliance regime is a process of putting in place business practices, systems, 
policies and procedures that would allow an institution to comply with its legislative 
obligations. A well-designed, applied and monitored regime will provide a solid 
foundation for compliance with the legislation. As not all persons and entities operate 
under the same circumstances, your compliance regime will have to be tailored to fit 
your individual needs. It should reflect the nature, size and complexity of your 
operations.  

3. Who has to implement a Compliance Regime?  
 

 
All reporting institutions must establish a regime and ensure compliance in the following 
circumstances: 

• customer identification requirements under section 4 of the FTRA and in 
guideline No.5; 

• record keeping and retention requirements under sections 6 and 7 and in 
guideline No.5; 

• transaction monitoring requirements under section 8 of the FTRA; 
• reporting of cash, electronic and suspicious transactions are required under 

sections 10 and 11 and in guidelines No 2, No.3 and No.4 respectively; 
• make its officers and employees aware of the laws relating to money laundering 

and financing of terrorism; and 
• make its officers and employees aware of the procedures, policies and audit 

systems adopted by it to deter money laundering and the financing of terrorism; 
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• train its officers, employees and agents to recognize suspicious transactions; 
• screen persons before hiring them as employees; and  
•  establish an audit function to test its anti-money laundering and combating 

financing of terrorism procedures and systems. 
 

4. Compliance Regime  
 

4.1 Appointment of Money Laundering Reporting Officer and Compliance Officer 

All reporting institutions under section 18 (2) of the FTRA must appoint a Money 
Laundering Reporting Officer (MLRO), and approved by the FIU. To allow the FIU to 
make a sound decision about the appointment, it would be preferable to provide the 
following information to the FIU for review and consideration: 

• Job Description 
• Curriculum Vitae 
• Approval letter from the Board of Directors or relevant Authority in support of the 

appointment 

A Compliance Officer appointed under section 17 of the Financial Supervisory 
Commission Act 2003 together with the MLRO shall collectively be responsible for the 
implementation of the compliance regime and should have the authority, and resources 
necessary to discharge their responsibilities effectively.  

4.2 Compliance Policies and Procedures  

An effective compliance regime includes policies and procedures and shows your 
commitment to prevent, detect and address non-compliance.  

The formality of these policies and procedures depends on your needs. Generally, the 
degree of detail, specificity and formality of the regime varies according to the complexity 
of the issues and transactions you are involved in. It will also depend on your risk of 
exposure to money laundering or terrorist financing. For example, the compliance 
policies and procedures of a small business may be less formal and simpler than those 
of a bank.  

What is important for your compliance policies and procedures is that they are 
communicated, understood and adhered to by all within your business who deal with 
clients or any property owned or controlled on behalf of clients. This includes those who 
work in the areas relating to client identification, record keeping, and any of the types of 
transactions that have to be reported. They need enough information to process and 
complete a transaction properly as well as identify clients and keep records as required. 

They also need to know when an enhanced level of caution is required in dealing with 
transactions, such as those involving Politically Exposed Persons and countries or 
territories identified by the FATF that have not yet established adequate anti-money 
laundering regimes consistent with international standards.  
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Your compliance policies and procedures should at a minimum, incorporate the 
reporting, record-keeping, and client identification requirements. 

4.3 Review of the Compliance Policies and Procedures  

As a matter of best practice, it is recommended that compliance policies and procedures 
be reviewed as often as is necessary to test its effectiveness. This will help evaluate the 
need to modify existing policies and procedures or to implement new ones.  

The MLRO may need to play a key role in assessing the need for a review. Several 
factors could trigger this need, such as changes in legislation, non-compliance issues, or 
new services or products.  

The review can be undertaken by an internal or external auditor which could include 
interviews, tests and samplings, such as the following and/or where applicable: 

• interview of those who handle transactions including supervisors to determine 
their knowledge of the legislative requirements and your policies and procedures.  

• a review of the criteria and process for identifying and reporting suspicious 
transactions.  

• a sampling of large cash transactions followed by a review of the reporting of 
such transactions.  

• a sampling of international electronic funds transfers (if those are reportable by 
the reporting person or entity in question) followed by a review of the reporting of 
such transactions.  

• a test of the validity and reasonableness of any exceptions to large cash 
transaction  

• a test of the record-keeping system for compliance with the legislation.  
• a test of the client identification procedures for compliance with the legislation.  

The scope and the results of the review should be documented. Any deficiencies should 
be identified and reported to senior management or the board of directors. This should 
also include a request for a response indicating corrective actions and a timeline for 
implementing such actions. 

If you do not have an internal or external auditor, you can do a self-review. If feasible, 
this self-review should be conducted by an individual who is independent of the 
reporting, record-keeping and compliance-monitoring functions. This could be an 
employee or an outside consultant. The objective of a self-review is similar to the 
objectives of a review conducted by internal or external auditors. It should address 
whether policies and procedures are in place and are being adhered to, and whether 
procedures and practices comply with legislative and regulatory requirements. 

The scope and details of the review will depend on the nature, size and complexity of 
your operations. The review process should be well documented and should identify and 
note weaknesses in policies and procedures, corrective measures and follow-up actions.  
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4.4 Ongoing Compliance Training  

If you have employees, agents or other individuals authorized to act on your behalf, your 
compliance regime has to include training. This is to make sure that all those who have 
contact with customers, who see customer transaction activity, or who are engaged in 
any activity involving transactions must understand the reporting, client identification and 
record-keeping requirements. This includes those at the front line as well as senior 
management. 

In addition others who have responsibilities under your compliance regime, such as 
information technology and other staff responsible for designing and implementing 
electronic or manual internal controls should receive training. This could also include the 
appointed compliance officer and internal auditors. 

Standards for the frequency and method of training, such as formal, on-the-job or 
external, should be addressed. New staff should be trained before they begin to deal 
with customers. All staff should be periodically informed of any changes in anti-money-
laundering or anti-terrorism legislation, policies and procedures, as well as current 
developments and changes in money laundering or terrorist financing schemes 
particular to their jobs. Those who change jobs within your organization should be given 
training as necessary to be up-to-date with the policies, procedures and risks of 
exposure to money laundering or terrorist financing that are associated with their new 
job.  

The method of training may vary greatly depending on the size of your business and the 
complexity of the subject matter. The training program for a small business may be less 
sophisticated and may not necessarily be formalized in writing.  

When assessing your training needs, consider the following elements: 

• Requirements and related liabilities 

The training should provide an understanding of the reporting, client identification 
and record-keeping requirements as well as penalties for not meeting those 
requirements. For more information about this, see the other guidelines regarding 
each of those requirements applicable to you.  

• Policies and procedures 

The training should make your employees, agents, or others who act on your behalf 
aware of the internal policies and procedures for deterring and detecting money 
laundering and terrorist financing that are associated with their jobs. It should also 
give each staff member a clear understanding of his or her responsibilities under 
these policies and procedures.  

They also need to understand how their institution, organization or profession is 
vulnerable to abuse by criminals laundering the proceeds of crime or by terrorist 
financing. Training should include examples of how your organization could be used 
to launder illicit funds or fund terrorist activity. This will help them to identify 
suspicious transactions and should give you some assurance that your services are 
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not being abused for the purposes of money laundering or terrorist financing. For 
example, employees should also be made aware that they cannot disclose that they 
have made a Suspicious Transaction Report, or disclose the contents of such a 
report, with the intent to prejudice a criminal investigation, whether it has started or 
not. They should also understand that no criminal or civil proceedings may be 
brought against them for making a report in good faith. 

• Background information on money laundering and terrorist financing 

Any training program should include some background information on money 
laundering so everyone who needs to can understand what money laundering is, 
why criminals launder money and how the process works. They also need to 
understand what terrorist financing is and how that process usually works. For more 
information about this, see Guideline 1: Background. 

 
5. Internal/ External Auditor 
 
An effective compliance regime includes an internal audit function to test its anti-money 
laundering and combating financing of terrorism procedures and systems. 

The individual or entity you appoint will be responsible for auditing your compliance 
procedures and systems and should have the authority and the resources necessary to 
discharge its, his or her responsibilities effectively.  

Depending on your type of business, the Auditor should report, on a regular basis, to the 
board of directors or senior management, or to the owner or chief operator of the 
businesses  level of compliance and areas of non compliance, and what action needs to 
be implemented to achieve compliance.  

The appointed individual or entity must be an independent person or entity who should 
not have been directly involved in the receipt, transfer or payment of funds, who could be 
a senior manager or an individual you may choose to appoint to help you ascertain and 
test your compliance systems. 

Any transactions or attempted transactions found during the course of the audit to be 
suspicious or that may be relevant to an investigation or prosecution of a person or 
persons for a serious offence, money laundering or a financing of terrorism offence must 
be reported to the FIU.  

6. FIU’s Approach to Compliance Monitoring & Enforcement  

 

The FIU has a responsibility to ensure that all reporting institutions are in compliance 
with all legislative requirements under the FTRA. To do this, the FIU is being empowered 
to examine your compliance regime and records under section 30 of the FTRA. 

The FIU is also empowered under section 31 of the FTRA to enforce compliance on 
institutions that have failed to comply in whole or in part with any of the obligations under 
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the FTRA, or have failed to undertake directives issued by the FIU to take remedial 
actions.  

7. Penalties for Non-Compliance 
 
Failure to comply without reasonable excuse may cause the FIU to apply to the Cook 
Islands High Court for an injunction and in granting that injunction, a financial penalty of 
$20,000 or any other amount that may be determined by the Court must be paid by the 
reporting institution, or its officer or employee  
 
 
 
8.  FIU Contact 

For further information on FIU and its activities, or about your obligations under the Act, 
contact the FIU Office on telephone number (682) 29182, or fax: (682) 29183 or email: 
head@cifiu.gov.ck, or the FIU Website: www.cifiu.gov.ck. 
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